Situational Awareness Using
Distribution Synchrophasors:
Application to Asset Monitoring

Talk at WCGEC ESTAP, 4/11/2019

Hamed Mohsenian-Rad

Associate Professor, Electrical Engineering, University of California, Riverside
Associate Director, Winston Chung Global Energy Center
Director, UC-National Lab Center for Power Distribution Cyber Security

Acknowledgements: A. Shahsavari, M. Farajollahi, E. Stewart, E. Cortez,
A. Von-Meier, L. Alvarez, C. Roberts, F. Megala, Z. Taylor



Situational Awareness Using
Distribution Synchrophasors:
Application to|Asset|Monitoring

» Distributed Energy Storage

Talk at WCGEC ESTAP, 4/11/2019

Hamed Mohsenian-Rad

Associate Professor, Electrical Engineering, University of California, Riverside
Associate Director, Winston Chung Global Energy Center
Director, UC-National Lab Center for Power Distribution Cyber Security

Acknowledgements: A. Shahsavari, M. Farajollahi, E. Stewart, E. Cortez,
A. Von-Meier, L. Alvarez, C. Roberts, F. Megala, Z. Taylor



Distributed Energy Storage Resources

| W= Batteries !
->’,?' Circuit OLTC Fuse
- Breaker | | | f | |
" 'I‘ -
Circuit 6 I I I I
i l Capacitor Bank

Substation: 69 kV / 12 kV é_

Distribution Feeder

Hamed Mohsenian-Rad Situational Awareness Using Distribution Synchrophasors UC Riverside 1/19



Distributed Energy Storage Resources

* They are often not monitored directly.

== Batteries !

Circuit OoLTC Fuse
e Breaker
8 — || | @5 || i
Crewite —— | I | I |—4L
L 2L Capacitor Bank
Substation: 69 kV / 12 kV é_

Distribution Feeder

Hamed Mohsenian-Rad Situational Awareness Using Distribution Synchrophasors UC Riverside 1/19



Distributed Energy Storage Resources

* They are often not monitored directly.

* They are potential targets for cyber attacks === physical botnet

== Batteries !

Circuit oLTC Fuse
Breaker
=R | @5 =

Circuit 6 I I B
Capacitor Bank

Substation: 69 kV / 12 kV

— ]|

| —OH

Distribution Feeder

Hamed Mohsenian-Rad Situational Awareness Using Distribution Synchrophasors UC Riverside 1/19



Distributed Energy Storage Resources

* They are often not monitored directly.

* They are potential targets for cyber attacks === physical botnet

* We want to monitor their Health and Security?
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Phase 1: Event Detection
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Phase 1: Event Detection
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Phase 2: Event Classification
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Phase 2: Event Classification
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Phase 2: Event Classification
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Phase 2: Event Classification

« Methodology: Utility Records
— Model Based
\ 4 \ 2
—— Data Driven Power Engineering

— Unsupervised Classification

2309 Events
__ Supervised Classification

A\ 4

Labeling Training Samples (Classes 1, 2, and 3)

Feature Extraction
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Phase 2: Event Classification

 Classification Results:

— Class 1: 368 1434

— Class 2: 296 1896

Class 3: 1645 5018

Features
Detection Window min{l/}
Detection Signal X; € {I,V,P,Q}

Statistics o(X;)
Difference |X¥ — Xx¢
Correlation p(X;, ;)
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Phase 2: Event Classification
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Phase 3: Event Source lIdentification

Questions: What is the source location of this event?
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Phase 3: Event Source lIdentification

Pre-Event Post-Event Equivalent Circuit

Sources Removed

v AV = VPost —ypre
Al = Ipost — Jpre

Event

Theoretical Foundation: Compensation Theorem
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Step 3-1: Extract Differential Synchrophasors
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Step 3-1: Extract Differential Synchrophasors
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Step 3-2: Forward Nodal Voltage Calculation

AV = AV
AV = AV + (At + v, av))z,
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AV = AV 4+ (A1 + YAV 4+ YAV )7,

\““ ".“ /
A|\/k—1 Zi1 A:/k - ‘ A}/kﬂ_ A\|/n.1 Zna A\|/n “\"-.‘
— | — .. . N
. — 1 ® Downstream
/ \(
Alk-l Alk AIk+:|_ Aln—l Aln
k Y Yn

Y i
\\ ,
Forward k: Event Bus (Unknown)

Hamed Mohsenian-Rad Situational Awareness Using Distribution Synchrophasors UC Riverside 11/19



Step 3-3: Backward Nodal Voltage Calculation

AVP = AV ¢
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Step 3-4: Analysis of Discrepancy Index

Discrepancy Index
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Phase 3: Event Source lIdentification

Discrepancy Index
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Phase 3: Event Source lIdentification
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Phase 3: Event Source lIdentification
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Phase 3: Event Source lIdentification

IEEE 123-Bus Test System
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Recap: Big Data?

« Data-Analytics Package for Distribution Synchrophasors

« Event Detection
Billions of Data Points

» Event Classification ¥
Device-Specific Event Signatures

 Event Source Identification

« Case Study: Remote Asset Monitoring
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Case Study: Asset Monitoring

] ] No Monitoring
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Case Study: Asset Monitoring

Typical Issues:

@ Unbalanced Operation (Fuses) @ Switching Operation (Controllers)
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Case Study: (Remote) Asset Monitoring

Typical Issues:

@ Unbalanced Operation (Fuses) @ Switching Operation (Controllers)

Remote Monitoring?
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Case Study: (Remote) Asset Monitoring

Detection &
Classification

Switch Off Event

Discrepancy Index

Location Identification
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Case Study: (Remote) Asset Monitoring

Detection &

Classification
Switch Off Event Reactive Power Support
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